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The importance of document

security and how to make sure
you are working safely

Web application attacks
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Identity theft Botnets
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Insider threat

Physical manipulation,
damage, theft, and loss

Loss of customers, sales,
reduction in profits

«(s

Damage to reputation
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Financial loss

Theft of valuable,
sensitive data

Loss of business or
contract

Get updates on the
latest risks

Secure your devices
and network

Consider cyber Encrypt
security @— ~° important
insurance 12 STEPS TO HELP information
PROTECT YOUR
BUSINESS FROM
CYBER THREATS

Ensure you use
multi-factor
authentication
(MFA)

Protect your °_
customers

Train your staff to be

safe online — a Manage passphrases

Monitor the use of computer
equipment and systems

Put policies in place to guide
your staff

Protect your data against insider and outsider threats

Turn to a cloud DMS to protect your documents

Advanced rights
management

1 different user security roles
ranging from “read only” to
“System  Administration” to
provide an appropriate level of
user access permissions.
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@ Data
encryption

Add a security level by requiring Secure documents stored by

a second factor authentication encrypting DMS data and

using SMS, email code or ; metadata using an AES-256
Google authenticator. encryption algorithm.

Digital
watermarking
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Connect safely to t Dynamically apply watermarks
environment by entering a login displaying individual user
and a password. information to prevent the use
of Windows print screen and

screen grabber applications.
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